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A Virus Scanning Engine Using a 4IGU Emulator and an MPU

Hiroki NAKAHARAT, Tsutomu SASAOT, and Munehiro MATSUURAT
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Abstract This paper shows a virus scanning system using two-stage matching. In the first stage, a hardware filter
quickly detects a part of the virus pattern, while in the second stage, the MPU detects the full length of the virus
pattern. To make a compact hardware filter, a finite-input memory machine (FIMM) is introduced. To further
enhance the throughput, a hardware filter based on s-FIMM is used. To reduce the memory size, the s-FIMM is
realized by four index generation unit emulator (4IGU emulator). The proposed system uses three DDR2-SDRAMs
and a small FPGA. Thus the power consumption is lower than the TCAM-based method. Also, the system consists
of inexpensive devices. The system loaded 1,290,617 ClamAV virus patterns. As for the area-throughput ratio, our
method outperforms existing FPGA implementations.
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oo.



010 0000oooo.

#Pattern #Char | #LC Mem Th | #LC/| Mem/ Off-Chip

[Bytes] | [Gbps] | #Char | #Char Devices

USC RegExpController (2006) [2] 1,316 16,715 | 41,787 | 768819.2 | 1.40 | 2.4999 | 45.9957 SDRAM

Cuckoo Hashing (2007) [21] 4,748 68,266 | 2,982 | 142848.0 | 2.20] 0.0436 | 2.0925 Unknown

PERG-Rx (2009) [6] 85,625 | 8,645,488 | 42,809 | 387072.0 1.30 | 0.0049 | 0.0447 SSRAM

Proposed Method 1,290,617 | 42,461,299 | 13,857 | 39116.8 | 3.19 | 0.0003 | 0.0009 | DDR2-SDRAM x 3

1200 2
1024, 1.8 WD) 5. Jooooood
= £ o 00000,200000000000000000000
A / \;1_2410(4//1:97— 000000. 000000,4001GU0O0000 4IGU
S 600 s R L 0000000000000000000000. 0000
L / os [ 00,0000000000000000000000000
P ),,_,/256 £ 06 [ Aosn 000000 FPGAOOOODOOOOOOOOOODOO.
200 128 04T s ClamAVDOOD00O0O 1,290,808 00 Xilink 00 FPGA O 30
o °* [Fo1xs 0 DDR2-SDRAMOOO00O00D,00000000000
b3 jforZ_FH\fM” 13 bos s Toa, ' ® 00,00000001450,L000001630,0000
s for s-FIMM 000000 49.6000000.

014 «FIMMOOOOO. 015 sFIMMOO00000. 0000000,0000000000000000000

) [T IST AR o m=4 u m=5 & m=6

gmooooo.ooo M

pg 100000000 -

g 1oy, BRI

B 1000.000 -y g . nmana /(119.8ysec)

S 100000

.ﬁ'ﬁﬁ 10.000 \

S 1.000 \M Twey

& IR
0.100 5 3456 7 8 9 10111213 (11:3use)

s for s—FIMM

016 IRQODOOOODOOOOO MPUODOOO.

120 MHz OOOOOOOOOOO0ODOOOOOO0O0DOO00. O
O,ClamAVOODOOOOO PCREOCOOOOOOOO Mi-
croBlaze 0000000000, DDR2-SDRAM (266MHz) O
gopoooo. 0160 s-FIMMOOOOODOOOOO mO0O

00 IRQOOOOCOOO %D MPUOOOOO Tupu

00000o0oooo0.01600,m=5000,MPUDODO
ooo000 IRQOOOODOOO0O0OOO0OO,MPUODO
gooooooooo.oooo,soboooo12000. 00
00 140000000000 128MBytes, 0 1500000
0000 1.596 Gbps 0O O.

4.2 0 OO0

0000000000000 Inrevium O PCI Express 0 O
000 (FPGA: Xilinx 0 Virtex5 VLX50T-GB-R) 0 00O
0.000000 266 MHzOOOOO 512 MBytes 0 DDR2-
SDRAM O 20, 512 MBytes 0 SO-DIMM O OO0OO0OOO0O
ooooo, 200 DDR2-SDRAM O 4IGUOOOOODOO,
00 100 DDR2-SDRAM 0O MicroBlaze 00O 0O. 0000
00O Xilinx O ISE Design Suite 11.10000. O0O0O00O0OO,
41GU 0000000 6,27900 LCO 100 BRAMOOOO,
00000000 312.9 MHz; MicroBlaze 0 1,263 00 LC O
000,00000000 131.2 MHz; 300 DDR2-SDRAM
Joooooo,000e6,32400 LCO 900 BRAMOO
g0,00000000 2066.0MHz; 000, 00000000
Jo00oO0dO0o 1000 BRAMOOOOO. oOO,00000
000ooooo 13,8700 LCO 2000 BRAMOOOO
0.00000004GUOOO00OOO DDR2-SDRAM O
000000000000 00oooooo,00o0oooo
0 2660 MHzOOO. OO0OO 200 DDR2-SDRAM OO
go4iGUuOO0OD0ODODOOOOOOO20000. 000,
J000O0oOo0oOoDooOoOon 38.192GbhbpsO0O0O.

goooooooOoOooodooooo ooboOo. 01000,
goodoodob0OoO0opoOoogonbD 1450,LCO0000 16.30,
goooooooopboogoo496b00000O0.

oooUoooo0oUooOoOoUoD (boooooooo)o
O0. KumarO0OOOOO000O0DOOOO0OOO0ODOODOOO
oooooooo0ooooooo. boooooooooo
goooooooooobo,bobooboobooboooboo
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